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Abstract  Safety is an important issue among the properties of high-assurance software and de-
veloping the verification methods for software to meet safety policies is one of the hot research. In
terms of the authors’ sketch of design and verification of safety programs, a pointer logic system
is designed for a subset of C-like language. This logic system is an extension of Hoare logic sys-
tem and inference rules are designed to express the modification of pointer information for every
kind of statements. It can be used for accurate pointer analysis of pointer programs. The informa-
tion from the analysis can be used to verify if pointer programs satisfy the side conditions of typ-
ing rules and then support safety verification for programs. The logic system can also be used to

verify other properties of pointer programs.
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(p!=NULL)
SUpin AN (p!=NULL) V
U piNreeCp —>D Neree(p —>r)\N(p! =NULL))
& false\ ({p) Niree(p —=1) Ntree(p —>r))
S{p) Ntree(p —>1) Ntree(p —>r).
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struct node *DeleteNode(struct node *p)

{ struct node %g, *s;
Hpy Ntree(Cp —=0D Ntree(p —>r) Nlq.sip}
if(p —>r==NULL)
else if(p —>{==NULL)

else

q=pis=p —1;
if(s —r==NULL)

else

q=s;5=5 —>r;

while(s —r!=NULL)
{g=s55=5 —>r;}

p —>data=s —>data;
q—r=s —>1[;

free(s);

return p;

[ TR Rl ER T A TR« /
{lgq=pss=p —1; free(q); {{p,qip Ntree(s)} return s;
[ ZETFR A ARG EE A TR/
lq=pss=p —r; free(Q ; {{s} N{p.qip Ntree(s)} return s;}

/5 A TR A%
O {{py NMp —=1) NMp —=r) NMq.sip NtreeCp —>0) Ntree(p —>r)}

[ B «q WAL TR+ /
{q —>l=s —>1; p —>data=s —>data; free(s); {{p.q} Ntree(p)} return p;}

{ Hpsq) Np—=r) Np —=0.s) Ns —=r) Ntree(p —>1 —=D Ntree(p —>1 —>r) Ntree(p —>r)}
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[ * W xq WA TR« /
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Vi:0.n tree(p —>1(—>r) —=>1) Ntree(p —>1(—>r)"T1) Ntree(p —>r))}
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/] % EERARAER = //

B 1

HxIIE

Hoare 32 #)— > # ZRFAE 2 172 B AU R 4T
FEWRAEL A9 T8 S AR ST 4 12 48 R Ge A o b2 —Ff
FEET AT T B & U5 ] 5 A B 33 o A Bk 2 4 o
PUAE SR ST B AR R B R . $5 BF 0T S & WE5E T 20
ZAF P s E AR B B 32 e 2 X i B T A AR
TS T AT REE B X RIS AT AL X
FREF o M nl I AE R P 1 A e B A AR i AR 2 07
TET » 025 77 45 73 BC MR A 458 9T 7 1A 4 R AL+ 20 A
A% NULL 48 BF 51 X A9 95 16 32 17 585 3 1
i S A 2 T AR R B I AE R B M A ) % oh
DX i 1 AN B AS 3H BE R AE . M B R S HOR G
FREF o0 M 52 21 T A E 1 1] BRI A 3R 2 ROE S
KL A5 2 Y i e — AT

T I = SR 45 o B R R

TEA 18] X G2 4R 4 (RS B2 Lo A [8] B 7 285K A
e PR JSE . AN ) B A B2 2SR R T AN [/ (9 23 M7 05 i » 1
U SECRORT I A B80S X » S A B JE R A2 A T
f X 73 LA B 5t i 9 i A 1) 9 X . B B Steens-
gaard X C 1 & 89— 45 (195 B9 ) A48 £ 00 R 55
746 AR T — P L T IR 5 1 i R A AY LR
FPORR A R A2 S SO B 98 B 0 L A s e TR
AR R S T T R G e HfE A AT 4 1 Y
R A4 2L 23 M as A7 i 98 B 722 57T RE 4 1) 19 %)
Z A Berndl 48 1 558 — SC P 5T T 0 A S0
B A2 AN SRR 1 i B 23 BT LR R T A D T I
53 T YR ). Hind X3 75 187 0 BF 72480 T — 4>
BEE B T S A i DR ) R

H T A 22 4 T3 T A R AR S5 B 2
T A 2 G AL F) 8 B 20 BT+ DR A AN 52 i 1 D RE Y
THOLT X C 38 5 o LA 19 4 61 7 s A7



33 R = % — BT T 98 512 7 2 VR W Y 15 BB 3R 379

BRI T R A B A A AR SCRT AR A R Y
Cii S 1R o8 A R 7 .

A8 LB 8 AN 4y B 32 1 (separation log-
io) R SE 2 X Hoare 32 45 1) 41 J& . R IE BA 78 3t
2 5 AR 458 (shared mutable data structure) |
WA B E R R T M. 4y B B AR E A T i A
X LR Al AL B AR DA A R SRR R AT 4 L
RORE ) TRT B0 AL T U () R0 S e 3 = A5 R 1 A
A ALTE T I 343 A RURE A B 1 i 2. 4 B8
WIEW E1E S Pl AT o0 B G WU A S 8] i I
BATTRT K W F A7 i =S 1) 2y g A o0 0 M B, 1) 4
PxQ 3K/ P F Q 16 W #R 43 /S A1 28 (1) 17 it =5[] |
Gr AT Ay B R T Ay 0 R OGS I R IE
Jry FRHE S 3 15 32 B 1 AE il 5 B0 E 5 4 b3k A
FE SCHY I 1A X 26 1 ) oV 1A I R R T b A A
il 0 I TR G54 . S B9 2 B AR IE B LR R L) B AR
O 45 ) R a5 A ) R Y B R ) B &R
e Tk 2R & A IRGUE S
(W3 AE FR G5 — B0 0 AR e 9 IR B PR E i 1

ARSCH I8 BT 2 B Aoy B2 B = XA W
S B R R R R R E T 5 B 1 ) =
ARG E. 74, 1 T PointerC AN L1 458 £ 45 1] 3
A HE LA Y iy b (8] 84 DN FE B 2= 75 A S5 0 AT LA
FIWT B AT 1 0 2 )RS o B, AR 5 2 B A 2
IS B A BUX FE 1 25 (8] 3% #4210

Bornat 3% ] Hoare #2824 Uk 45 5178 5 19 14
JEHY R L 5 5 B3R Mehta fil Nipkow! ™.
Bornat {8 #EH M f8 5H R I —BEX R X LR F
B 24 F R 0) — A0 SR 5 48 Hoare #2 45 I {H
23 VR R R TR 4 B B 1 3 B SR IE
B —Se 48 £ R 7 M PE L. RS RIS 5 Gk A
W7 531 4 o T IR Ok A R KA 2 B At A AT 5 VR Y
LR REAE  FE i 75 75 HBE T AN P24t free $4F
It BA JC H # o ik £ (garbage collection) BYIE 5.
FATH J5 ¥ AR 3E T 42 it free #4E M & B2
ST RE BB A A, BN TE free(Cp) B, Ry B
IEEEIRH I TERIELUG A S p 805 p 4
SE AR EF L U5 IA) s P60 A0, 78 XA 2R & p TRAEL A
B Ak BN A U L T B IE AR p A SR AR BT
FETE. XL BURE £ 2 5 R0 AT 1) J5 5 ok s
A S T AS S DA [ i 5 e 558 i AR A7

6 ZERIF

ARSCHR T — T Al %R B R Y 2R TR B 20 A

B RGE T R E W 45 AR T O A AL R
D) 7y BB 2478+ DA SR BEARR Y 09 22 4 M Uk B S
‘B BIEE. FR AT T 2 A A IE B 4 B TR Coq ' 58
BT 46 £ 2 X PointerC 48 /E o SCAT 5& 19 11E 9.
PointerC X HAEM R4 IR Z BB 518 5 84t
R AT SEPEUE W — S i AR Y E W S 4 DA R
TH 1T I BRAE SR 1t ELE W) g R 2 1) — 2B S T
VE. o ZEFRATHY I H W 71 http://ssg. ustesz. edu.
cn/lss/doc/index. html [ 3% %,

T2 AR IR TE X 48 B iz B 2 R
Bl o A5 PR 0 3 70 VR 48 B L DL N 4 R 22 0
(1) calloc £Aif 43 e 0 T8 [0 % 52 (9 35 5 A4 3, {1 72
PR SR B B A S A B R PE R T — 2Dl HH IR
N 2.

Z % x #t

[1] Morrisett G, Walker D, Crary K, Glew N. From system F
to typed assembly language//Proceedings of the 25th ACM
Symposium on Principles of Programming Languages. San
Diego, 1998; 85-97

[2] Mandelbaum Y, Walker D, Harper R. An effective theory of
type refinements//Proceedings of the 8th International Con-
ference on Functional Programming. Uppsala, Sweden,
2003; 213-225

[3] Necula G. Proof-carrying code//Proceedings of the 24th
ACM Symposium On Principles of Programming Languages.
New York, 1997 106-119

[4] Appel A W. Foundational proof-carrying code//Proceedings
of the 16th Annual IEEE Symposium on Logic in Computer
Science. Baston, Massachusetts, USA, 2001, 247-258

[5] YuD., Hamid N A, Shao Z. Building certified libraries for
PCC: Dynamic storage allocation. Science of Computer Pro-
gramming. 2004, 50(1-3):101-127

[6] Feng X, Shao Z, Vaynberg A, Xiang S, Ni Z. Modular Ver-
ification of Assembly Code with Stack-Based Control Ab-
stractions//Proceedings of the 2006 ACM SIGPLAN Confer-
ence on Programming Language Design and Implementation.
Ottawa, Canada, 2006, 401-414

[7] Xi H. Applied type system: Extended abstract//Proceedings
of TYPES 2003. LNCS 3085. Springer-Verlag, 2004. 394-
408

[8] Steensgaard B. Points-to analysis in almost linear time//Pro-
ceedings of the 23th Annual ACM Symposium on Principles
of Programming Languages. Florida, USA, 1996. 32-41

[9] Berndl M, Lhotdk O, Qian F, Hendren L, Umanee N.
Points-to analysis using BDDs//Proceedings of the ACM
SIGPLAN 2003 Conference on Programming Language De-
sign and Implementation. San Diego, 2003: 103-114



380 02 M S VI R - ! 2008 4F
[10] Hind M. Pointer analysis: Haven't we solved this problem ACM Symposium on Principles of Programming LLanguages.
yet? //Proceedings of the ACM Workshop on Program Long Beach, California, USA, 2005: 259-270
Analysis for Software. Tools and Engineering. Snowbird, [14] Bornat R. Proving pointer programs in Hoare logic//Pro-
Utab, USA, 2001. 54-61 ceedings of the 5th International Conference on Mathematics
[11] Reynolds J C. Separation logic: A logic for shared mutable of Program Construction, Pontede Lima, Portugal, 2000.
data structures//Proceedings of the 17th Annual IEEE Sym- 102-126
posium on Logic in Computer Science. Washington, DC, [15] Mehta F, Nipkow T. Proving pointer programs in higher-
USA, 2002. 55-74 order logic. Information and Computation, 2005, 199(1-2) .
[12] Parkinson M, Bierman G. Separation logic and abstraction// 200-227
Proceedings of the 32nd ACM Symposium on Principles of [16] Bertot Y, Castéran P. Interactive Theorem Proving and Pro-
Programming Languages. Long Beach, California, USA, gram Development: Coq'Art: The Calculus of Inductive Con-
2005 247-258 struction. Texts in Theoretical Computer Science, an
[13] Bornat R, Calcagno C, O'Hearn P, Parkinson W. Permis- EATCS series. Berlin: Springer Verlag, 2004

sion accounting in separation logic//Proceedings of the 32nd

CHEN Yi-Yun, born in 1946, pro-
fessor, Ph.D. supervisor. His research

interests include theory and implementa-

tion of programming languages, formal
description technologies, and software

safety and security.

i

Background

This research is supported by the National Natural Sci-
ence Foundation of China ( Verification and Compilation of
Software Safety, grant No. 60673126).

Proof-Carrying Code (PCC) brings two grand challenges
to the research field of programming languages. One is to
seek more expressive logic or type systems to specify or rea-
son about the properties of high-level or low-level programs.
The other is to study the technology of certifying compilation
in which the compiler generates proofs for programs with an-
notations. For the first challenge, Typed Assembly Lan-
guage and the theory of type refinements are two typical re-
search projects in type-based approaches, while PCC, Foun-
dational Proof-Carrying Code and Certified Assembly Pro-
gramming are typical research projects on logic-based tech-
niques. Type-based and logic-based techniques are comple-
mentary to each other, some researchers have tried to com-
bine those techniques.

This paper presents the authors’ research progress in the
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first challenge. A pointer logic is designed for PointerC lan-
guage, a subset with explicit memory allocation and dealloca-
tion of C-like programming languages, in the authors' re-
search. As an extension of Hoare logic, the pointer logic is
used to prove properties of pointer programs. The main char-
acteristic of the pointer logic is that its inference rules are
used to catch the modification of pointer information caused
by the execution of each statement. Based on these rules, we
can reason out the null pointers, dangling pointers and equal-
ity of effective pointers at each point in a program, and then
calculate alias set of each pointer. These are the base infor-
mation to prove safety and other properties of pointer pro-
grams.

The main contribution of this paper is the elementary de-
sign of the pointer logic. In the project, the authors' have
implemented a certifying compiler based on the pointer logic
and proved safety of PointerC language and soundness of the

pointer logic.



